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JOINT C4I INTEROPERABILITY -A LOOK AT THE PROCESS FOR ARMY TRANSFORMATION
Our military is increasingly becoming dependent on information dominance as the key to victory in the conduct of future operations. Terms like network centric operations reflect the increasing demand for interoperability between our services and coalition partners for military operations in the 21st century. The concept of interoperability is not new to warfighters. History provides more than enough evidence to demonstrate how inadequate interoperability can cause major problems, and significantly reduce military effectiveness. A report by the Secretary of Defense noted "from Grenada in 1983 to Operation Desert Storm in 1991, joint operations have been hindered by the inability of forces to share critical information at the rate and at the locations demanded by modern warfare" capabilities. Achievement of a high level of interoperability requires a commensurate level of effort and resource prioritization throughout the Department of Defense (DoD). Today, the DoD is only at the beginning of refining, and even establishing the processes, procedures and organizations to respond to future needs for C4I interoperability. As the Army moves towards the development of the Future Combat System (FCS) during its transformation, interoperability of C4I systems will be critical to successful operations. Shortfalls in the interoperability among U.S. forces were first publicized by the press at the time of the Grenada invasion, and became the catalysts for legislation and change in defense policy, guidance, and procedures aimed at attempting to ensure joint interoperability. Despite tremendous planning and expenditure of funds, true interoperability, especially in the theaters with the greatest potential for conflict, continues to elude the DoD. Despite long-standing existence of DoD policy on interoperability and a process for interoperability certification, interoperability problems persist. A report on the 1999 Operation Allied Force (Kosovo) cited numerous combined-interoperability problems. A General Accounting Office (GAO) report identified weaknesses in the DoD's interoperability certification process. The Combatant Commanders of the Unified Commands have frequently raised interoperability issues via the Joint Staff's Joint Warfighting Capability Assessment (JWCA) process, the CINC Interoperability Program Offices (CIPOs), and other fora.
According to a memorandum issued in
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This paper presents a short account of some of the major issues and concerns associated with achieving interoperability. It will also site historical examples of interoperability challenges experienced by our military while conducting operations. This paper will attempt to define interoperability and clarify why it is so important to our military as we transform to meet the needs for operations in the 21 st century. This paper will mainly focus on interoperability as it relates to C4I systems. Additionally, this paper will discuss why achieving interoperability is a difficult process for the military and examine the DoD policies and processes aimed at meeting the interoperability challenge.
The interoperability umbrella covers a wide and varying array of complex issues. To those within our military services, and perhaps to those outside of the military, it seems incredible that problems with interoperability persisted in Kosovo operations after all the effort and money spent in the fifteen years since Grenada. How did these problems evolve and why are Combatant Commanders and service staffs still concerned with interoperability?
Interoperability was not a significant concern during World War II, largely because the United States had essentially no C4I equipment when it entered the war. The government had to purchase the majority of the C4I systems at the same time, and acquired the same equipment for all services-whether it was ultimately fielded on ships, tanks, or airplanes. This equipment of that era, at least systematically had achieved a reasonable level of interoperability by default.
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In the fifty-plus years since World War II, budget constraints have meant that the U.S. 
GRENADA
The short-notice decision in 1983 to deploy forces jointly to Grenada, taken in response to a perceived crisis, left each military service no time to develop mechanisms for communicating with the other services. The joint forces, constructed on an ad hoc basis, faced the need to achieve interoperability on the fly. Reports that appeared in the media almost as soon as the mission ended, and subsequent congressional testimony by military leaders, showed that the U.S. forces largely failed to do so. Although many of the specific incidents reported, and the remedies suggested preventing recurring interoperability in the future have never been confirmed in the unclassified official literature. However there are some unclassified documented lessons learned that acknowledge the problems.
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The final challenge to invading forces was a lack of a fully integrated, interoperable communications system…. Communications was to have been the glue that would tie together the operations of the four independent United States military service elements. Unfortunately, communications support failed in meeting certain aspects of the mission…. For example, uncoordinated use of radio frequencies caused a lack of interservice communications except through offshore relay stations and prevented radio communications between Marines in the north and Army rangers in the south. As such, interservice communications was prevented, except through offshore relays stations, and kept Marine commanders unaware for too long that Rangers were pinned down without adequate armor. In a second incident, it was reported that one member of the invasion force placed a long distance, commercial telephone call to Ft Bragg, N.C., to obtain C-130 gunship support for his unit which was under fire…. Commenting overall on the issue of interoperability, Admiral Metcaft [the CINC of Atlantic Command and the overall commander of the operations], wrote, "In Grenada we did not have interoperability with the Army and the Air Force, even though we had been assured at the outset that we did."
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These and other articles revealing shortcomings in interoperability raised widespread concern in the DoD, prompting the Secretary of Defense to issue an instruction on interoperability, and the JCS to produce a memorandum of policy on the subject of interoperability. The need of the military to address this situation that could cost lives in combat may have contributed to the congressional concerns that led to the DoD Reorganization Act of 1986 (also known as the Goldwater-Nichols Act), which redefined the relationship between the services and the Combatant Commanders. 8 The interoperability situation was starting to get some visibility, and the policies regarding the conduct of warfare started to look more joint in nature. Five years later, our military would face interoperability challenges again in the aftermath of Suddam Hussein's invasion of Kuwait.
PERSIAN GULF WAR
Operations Desert Shield and Desert Storm provided real-world tests of the ability of U.S.
forces to operate jointly as codified in the Goldwater-Nichols Act. The Persian Gulf war also tested our progress regarding equipment design to ensure interoperability. As in Grenada, the mission suffered from the lack of interoperability among the U.S. forces, a reality acknowledged by then Secretary of Defense Richard Cheney in his interim and final reports to congress. 
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Particular difficulties arose with the tri-service tactical (TRI-TAC) communications equipment, acquired beginning in the late 1970s and fielded in the 1980s in an effort to guarantee interoperability. The Army's unclassified lessons learned devoted considerable attention to a serious problem stemming from the differences in planning tools used by the Air Force and the joint community and those used by the Army in setting up the TRI-TAC communications nodes. The Army used the acquisition program's objective network planning management tool, which in July 1990 had undergone and successfully passed a User's Acceptance Test. Owing to the constraints on the physical space required to transport the system that incorporated the objective tool, the Air Force and joint community chose not to use it and instead adopted another tool as their interim solution. This almost completely prevented the electronic exchange of network planning and management products between the Army and Air Force. It therefore slowed information sharing, created inconsistencies in products required to ensure that all the services were using the same configurations, such as circuit routing lists, circuit and message switch databases, and theater-level network diagrams; and prevented publication and use of a common theater telephone directory.
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The Navy echoed the Army's concerns. According to the Navy's unclassified lessons learned, "problems were encountered, particularly in command and control, communications, and interoperability…." 12 For example, the joint forces air component commander (JFACC) in charge of prosecuting the air war and air tasking used the air tasking order (ATO) as a centralized planning and execution product, and this proved effective in managing the vast number of sorties generated to concentrate coalition airpower against Iraq; but "there were some problems with production of the ATO and its delivery to naval forces." 13 The Navy was unable to receive the ATO electronically, which meant that the ATO had to be printed and then transported to the fleet by helicopter or tactical jet. Interoperability is challenging and proved to be a continuing concern for future operations conducted in Africa.
SOMALIA
Operation Restore Hope (Somalia, 1991) also revealed interoperability barriers among U.S. forces. The lessons learned from this operation noted that, "The internal problems affecting U.S. forces did not involve any Grenada-like operational fiascoes; however, the ones that did occur underline the continuing problem of aligning equipment, procedures, and standards in a joint environment." 14 The Marines Air Ground Task Force used an obscure word processing software while CENTCOM, like most other military users, preferred a more modern package. At headquarters, a similar difficulty plagued exchanges of electronic mail (e-mail). At the tactical level, the ATO formats differed for east and west coast ships of the Navy and Marine
Amphibious Ready Group. The most serious instance reported was an incompatibility in single -channel tactical radios. The use of different equipment upgrades resulted in problems severe enough to prevent the Army hospital in Mogadishu from being able to talk to the Navy offshore for the three weeks of the operations.
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There are many more examples of operations including Operations Desert Fox, the operations in Kosovo and even the ongoing operations in Afghanistan. Although our military has made significant progress, the lessons learned reports from Afghanistan are very likely to reveal more of the same interoperability challenges that history has shown us.
WHAT IS INTEROPERABILITY?
Interoperability is a very broad and complex subject. It is far more difficult than the binary attribute of single system operation. C4I interoperability is a key enabler for the conduct of effective, collaborative, and multi-service military operations across a wide spectrum of scenarios, and successful conduct of operations is the ultimate test of whether an adequate degree of interoperability is being achieved. The DoD Directive 5000.1 defines interoperability as "The ability of systems, units, or forces to provide services to or access services from other systems, units, or forces, and use the services to operate effectively together".
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Joint Chiefs of Staff Publication 1-02 defines interoperability at both the technical and operational level. Operational interoperability addresses support to military operations and, as such, goes beyond systems to include people and procedures. It is the ability of systems, units, and forces to provide services to and accept services from other systems, units, and forces, and to use the services so exchanged to enable them to operate effectively together. It addresses interacting on an end-to-end basis. Implementation of operational interoperability implies not only the traditional approach of using standards, but also enabling and assuring activities such as testing and certification, configuration and version management, and training. These definitions of operational interoperability encompass the full spectrum of military operations, including intra-service/agency, joint (inter-service/agency), and ad hoc and formal multinational alliances.
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Interoperability at the technical level is essential to achieving operational interoperability.
It is the condition achieved among communications-electronics systems or items of communications-electronics equipment when information or services can be exchanged directly and satisfactorily between them and/or their users. 18 Technical interoperability focuses on an issue that arises between systems rather than between organizations. Technical interoperability must be considered in a variety of contexts and scopes, even for a single mission. Consider the theater missile defense mission, which is likely to require that data be:
• Exchanged among elements of a weapon system. For example, the Patriot air defense system uses a defined message format and data link to exchange information within batteries and between batteries to share target information and coordinate defensive actions.
• Exchanged between weapons systems of a single organization or service. For example, the Theater High Altitude Area Defense system (under development) will provide theater ballistic missile tracks to Patriot systems.
• Exchanged between weapons systems of different services. For example, a Navy AEGIS radar may report tracks to an Army Patriot radar.
• Shared and "pooled" at the joint task force command and control systems level (or higher) in order to achieve synergy and added value. For example, Patriot, AEGIS, and Airborne Warning and Control System data may be combined to develop a common operating picture and to control and coordinate all the systems sharing data.
The range of complexity of requirements for data flow in such a mission underscores the significance of interoperability at every level.
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One source of interoperability problems is incompatibilities in independently selected versions (e.g., software releases) of the same system. Thus, if one unit has standardized on version A of a given system and another on version B, capabilities supported by one system and not the other may well interfere with seamless interoperation between the two units. In 1995 at Fort Hood Texas, this very example was illustrated when the III Corps commander questioned why the Army's Maneuver Control System (MCS) was having trouble sharing information between the units of III Corps. It was discovered that III Corps, I Cavalry Division, 4 th Infantry Division and the Army's Communication Electronic Command (CECOM) all had different versions of the MCS software. Software interoperability is not an uncommon cause of system non-interoperability in Army systems, and can be complicated even more when working in the joint environment. Also, just as differences in modes of operation across the services can lead to non-interoperability, so can organizational differences within a service also lead to intraservice incompatibilities.
When thinking about C4I it is important to understand the distinction between joint systems and systems that are interoperable. A system can be designated as joint either to support an efficient buying decision for two or more services that will use it, or because the system will be subject to joint command. By contrast, to meet requirements for interoperability, services' systems must be able to share data in a timely, reliable manner that is operationally useful, and must operate across service or agency boundaries to support joint missions.
The goal of joint C4I interoperability is operational and technical interoperability commensurate with the role of C4I in support of multi-unit, joint, and combined missions. Joint, flexible, and coherent operations are key components of DOD's vision (e.g., Joint Vision 2020) ; meaning operational interoperability of forces and technical interoperability of C4I systems.
Future U.S. military operations will inevitably involve elements from more than one service.
Forces will probably be assembled with minimal time for planning and deployment, in ad hoc configurations, and for geographically far-flung missions that are highly diverse compared to those undertaken during the Cold War. Operation Enduring Freedom in Afghanistan is a perfect example of the complex and unpredictable nature of warfare we are sure to face in the future.
To enable fast and effective responses, interoperability must be built into the force structure across service and unit boundaries.
WHY IS INTEROPERABILITY SO IMPORTANT?
To fully realize the concept of Joint Vision 2020 one must first understand that the future vision is predicated on a concept of information superiority. That Information superiority is enabled and supported by a network of C4I systems--one whose constituent elements interoperate and cooperate to support the entire warfighting hierarchy, in the context of joint and coalition operations. Both Joint Vision 2010 and Joint Vision 2020 advocate the necessity for interoperability. Joint Vision 2020 reiterates the importance of interoperability for successful multinational and interagency operations.
Interoperability is important because experience in operations such as Desert Storm and Bosnia, as well as evidence from recent experiments and exercises, points to the dramatic improvements in operational effectiveness that are achievable using highly capable C4I systems. Our future warfighting doctrine is centered on information dominance enabled by highly capable C4I systems. The leverage provided by a common operating picture and the rapid decision-making ability associated with it can dramatically change the pace, nature, and geographic range of engagement, providing major advantages to forces so enabled.
Interoperability is important because it is absolutely the key to realizing these advantages.
Interoperability is also an important factor in operational efficiency. Where interoperability is lacking, there is always the likelihood that multiple systems are performing the same functions, or that information is being manually entered or processed multiple times.
Additionally, lack of interoperability also means that personnel have to resort to work-around methods. Where interoperability is not in place, the necessary transfer of information between systems may require speaking over a voice link or rekeying data from printouts or handwritten notes. These processes are not only inefficient but they are often error-prone as well.
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Military operations are typically joint, requiring that the C4I systems of multiple services work together effectively. Both the generally unpredictable nature of military contingencies and the wide range of non-traditional operations mean that forces and weapons are likely to be combined in novel, unanticipated ways to meet operational requirements and that their C4I
systems may need to interoperate in ways not explicitly planned for in advance. Also, the new operational emphasis on rapid force projection, and the concept of early entry to halt an invasion, means that there will likely be less time during a deployment to fix interoperability problems. Finally, the increasing size of the area over which combat operations take place--and thus the number of possible forces and weapons that must coordinate their attack--means that data is increasingly being exchanged between sensors, weapons, and systems that previously operated in a stand-alone manner. To meet such operational requirements, the different elements of the C4I system of systems will need to be more interoperable. 21 Many important military missions require a high degree of interoperability to support crossservice collaboration. Some specific instances in the area of joint operations include the following:
• Close air support, which requires that ground troops be able to communicate their air support needs to ground attack airplanes in a timely and accurate fashion;
• Suppression of enemy air defenses, which in general requires the coordinated use of missiles and aircraft operated by multiple services;
• Theater missile defense data may be shared between weapons systems of different services or shared at the joint task force command and control systems level (or higher);
• Regional air defense, which requires the coordination of many air defense assets, from missile batteries and radar on the ground to airborne surveillance platforms and air defense fighters; and
• Deep-strike attacks and interdiction of enemy forces behind the front lines, which both require the coordinated use of airspace, strike aircraft, ground, and sea-based missiles, and long-range artillery.
In short, interoperability is essential to operability--that simply means that forces cannot operate effectively without a high degree of interoperability among their systems. That said, universal interoperability is neither achievable nor necessary. Not every C4I system on the battlefield needs to interoperate with every other one. Nor is universal interoperability--which might be thought of as allowing all information in all systems to be seamlessly exchanged and interpreted--technically feasible, given the rate of change in both technologies and missions.
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Unfortunately interoperability, when considering system acquisition is often treated as a potentially desirable but nonessential element of C4I programs. Sufficient degrees of interoperability, especially inter-service, are often not currently seen by managers as a pass-fail criterion for their programs. Consequently, interoperability requirements can often be one of the first things sacrificed when budgets force program cost reductions.
WHY ACHIEVING INTEROPERABILITY IS DIFFICULT
It would be easy to fix the challenges of interoperability if one person, one office, or one institution could be held responsible. The interoperability situation did not occur overnight, and the people, offices, and institutions involved with the processes have all changes several times, leaving no single person or organization to blame. Factors and combination of factors contribute to the persistent shortcomings that are routinely reported in interoperability.
Experience in the private and military sectors suggests that the following factors (among others) often operate to inhibit or slow the achievement of desired system interoperability.
SYSTEM ACQUISITION CULTURE
One of the first factors that affect interoperability is the culture in which the DoD acquires major weapons and automated information systems. Just the number of organizations and people and the associated bureaucracy give a glimpse of the challenge. 
CURRENT POLICIES
There are many policies that govern and address C4I interoperability for the organizations and agencies within the Department of Defense. The general nature of these polices are to provide guidance regarding the total system approach to the acquisition of systems and programs. The policies address C4I standardization, how operational requirements are generated, certifications, test and evaluations among many parameters.
DEPARTMENT OF DEFENSE POLICIES.
Directive of Defense Directive (DoDD) 5000. The combination of the directive and regulation provide those responsible for implementation with broad and sweeping authority affecting the entire life cycle of DoD system acquisition. Further, for the first time, acquisitions for information and weapon systems are found within the same directive and regulation. However, it provides no guidance that would assist in the determination of where policy ends and implementation begins. To further examine the C4I process for system interoperability a look at the joint policies is required.
JOINT POLICIES
The DoD has embraced the joint culture as a dominant imperative for conducting warfare in the future. Military organizations can no longer afford to develop and acquire systems that are not aimed at joint interoperability. History has shown that joint interoperability and the requirement to meet joint and regulatory guidelines are essential to the success of the military in the future.
Joint requirements are defined as requirements that impact more than one DoD component. All C4I and intelligence, surveillance, and reconnaissance (ISR) systems for purposes of compatibility and interoperability and integration are considered joint. Programs having a joint potential designator (JPD) of joint or programs designated as "joint" will become more numerous over time and need to be developed with participation of all DoD components. • Service Role. The Services are responsible for organizing, supplying, equipping (including research and development), training, administering, and related functions in order to meet the current and future operational requirements of the unified commands.
They are also charged with eliminating duplication through effective cooperation and coordination with the other Services and DOD agencies.
• CJCS Role. The Chairman of the Joint Chiefs of Staff, assisted by the Vice Chairman and other members of the Joint Chiefs of Staff, establishes and publishes policies and procedures governing the requirements generation system.
• VCJCS Role. The Vice Chairman of the Joint Chiefs of Staff, assisted by the JROC, will oversee the requirements generation system in accordance with DOD 5000 series documents and policies and procedures contained in this instruction to ensure the responsibilities of the Chairman under title 10, USC, are fulfilled.
• DoD Chief Information Officer (CIO) Role. The DoD CIO is responsible to ensure the interoperability of information technology and national security systems throughout the Department of Defense. DoD CIO will ensure that information technology and national security systems standards that will apply throughout the Department are prescribed and (5)) and is not sufficient for certifying horizontal and vertical interoperability for intra-Army C4I systems at the operational and tactical levels.
Intra-Army interoperability certification applies to all Army operational-through tacticallevel C4I systems prior to release to the field, regardless of the acquisition category.
Communications/data interfaces testing in support of intra-Army interoperability certification will be addressed in Operational Test Readiness Reviews and considered entrance criteria prior to decision reviews, operational testing, and materiel release. Any modifications that impact previously established interface requirements to fielded systems require re-certification prior to approval for materiel release.
Once a system is certified as interoperable, it is considered a base case system. The o Serve as the intra-Army interoperability certification authority. The certification authority may be delegated to the system milestone decision authority. All certification actions will be returned to the test facility for distribution and record keeping.
o Approve the Central Test Support Facility (CTSF) test requirements and criteria for the intra-Army interoperability testing.
• Director, DCSOPS Directorate of Integration is the approval authority for interoperability changes to a base case system.
• The Program Managers and System Managers will program and budget funding for interoperability testing. The Program Managers and Systems Managers, in coordination with the U.S. Army Training and Doctrine Command System Managers, will provide the CTSF with a set of approved test requirements and criteria for intraArmy interoperability testing. Intra-Army interoperability testing and certification will be addressed in the individual program Test and Evaluation Master Plan or in a test concept document.
• The CTSF, operated and funded by Program Executive Office, Command, Control and Communications Systems and located at Ft. Hood, Texas, is identified as the intraArmy interoperability testing facility to perform the communications/data interfaces testing. CTSF testing in support of the intra-Army certification process will not duplicate or limit testing conducted by the JITC, the U.S Army Test and Evaluation
Command, or other test activities. The CTSF conducts the required intra-Army interoperability certification testing and provides the test results to the certification authority.
JOINT INTEROPERABILITY TEST COMMAND (JITC)
In the certification process the Joint Interoperability Test Command plays a vital role in ensuring interoperability compliance. The role of JITC is to support the Warfighter in efforts to manage information on and off the battlefield. This includes being an independent operational test and evaluation/assessor of DISA, and other DoD C4I acquisitions. JITC is also responsible for identifying and solving C4I and Combat Support Systems interoperability deficiencies. It provides C4I joint and combined interoperability testing, evaluation and certification bringing C4I interoperability support, operational field assessments, and technical assistance to the Combatant Commanders, Services, and Agencies. It also provides training on C4I systems, as appropriate.
The vision of JITC is to be the preeminent information systems evaluator, reducing risk to the warfighter by providing value-added process and product evaluations, operational assessments, and technical assistance throughout the life cycle of DoD Systems. The JITC testing policy to ensure interoperability is outlined as follows:
The JITC is responsible for certifying that all Department of Defense C4I systems are interoperable. DoD Directive ( DoDD) 4630.5 and DoD Instruction ( DoDI) 4630.8 mandate joint and combined interoperability certification testing for "all Command, Control, Communications, and Intelligence (C3I) systems developed for use by US forces." This certification must be obtained prior to fielding a new system. DoDI 4630.8 directs DISA to "develop and conduct a C3I systems interoperability testing and certification program." Further amplification is contained in the Chairman, Joint Chiefs of Staff Instruction 6212.01B. The Director, DISA, delegates this responsibility to JITC. Our principal goal is to establish increased interoperability through a quality, cost effective testing program administered throughout the life cycle of a system. This life cycle starts with the requirements identified during the acquisition phase and continues through the retirement of the system. Certification is based on JITC review and analysis of system requirements, test plans, and test results. Testing may be conducted by JITC or another certified test agency. JITC approval of other agency test plans is required to ensure they meet certification criteria requirements prior to the start of testing.
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The JITC is the place for "one-stop systems testing" with a one-of-a-kind array of hardware, software and staffing, along with its state-of-the-art technological flexibility. JITC can interface all its on-site capabilities and network with any other testing or operational facility worldwide.
THE PROCESS TO ENSURE COMPLIANCY
The process that is used to ensure compliancy and interoperability is the use of CJCSI 6212.01. It provides guidance regarding requirements documents generation, system development, system evaluation, fielding decisions, and deployment of systems to provide the Warfighter with joint interoperability. The Joint Interoperability Test Command (JITC) is critical during each phase of the process. JITC can assist in the development of systems, which will require interoperability to work together effectively, and efficiently in the joint battle space. JITC can also tailor the evaluation programs of non-traditional acquisitions to meet certificationtesting requirements. JITC follows the processes outlined in CJCSI 6212.01 to perform its joint information interoperability test and certification mission. This mission includes the following 
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OPERATIONAL REQUIREMENTS DOCUMENT (ORD).
The ORD is prepared and updated by the system proponent at key phases of the acquisition process. Of primary consideration to JITC are the interoperability requirements defined by CJCSI 3170.01, Requirements Generation System. For interoperability, CJCSI 3170.01 calls for Interoperability Key Performance Parameters (I-KPPs) and Information Exchange Requirements (IERs), besides defining the basic format for MNSs, CRDs, and ORDs.
JITC must ensure that these requirements, especially external interfaces to joint systems, are adequately addressed. I-KPPs must be derived from the top-level IERs (basically, the interoperability interfaces); IERs must include all of the mandatory fields (e.g., event, sending/receiving nodes, type [voice, data, video] , and timeliness) and any appropriate optional information (e.g., expected frequency of requests for periodic information such as radar track updates). System design must also conform to the appropriate Joint Architectures, such as the Joint Operational Architecture (JOA) and Joint Technical Architecture (JTA) and standards profiles. Review of these items is critical to the success of both the system and testing, as information at the operational level is eventually expanded and mapped into technical views that form the basis of interoperability T&E and certification. An essential review criterion is that requirements are testable and measurable. Increased accuracy and detail in specifying the interoperability requirements in the ORD are necessary as the system acquisition progresses.
Detail to be expected includes standards profiles and specific messaging standards, such as U.S. Message Text Format (USMTF) and Tactical Digital Information Link (TADIL). While interoperability requirements are certified by the Joint Staff, JITC input to the definition process is important to ensure that the T&E mission and interoperability test certification is successful.
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C4I SUPPORT PLAN (C4ISP)
The C4ISP provides a mechanism to identify and resolve implementation issues related to an acquisition program's command, control, communications, computers, and intelligence, surveillance, reconnaissance (C4ISR) infrastructure support and system interface requirements.
It identifies C4ISR needs, dependencies, and interfaces for programs in all acquisition categories, focusing attention on interoperability, supportability, and sufficiency concerns. The C4ISP describes system dependencies and interfaces in sufficient detail to enable test planning for interoperability key performance parameters (KPPs) and information exchange requirements (IERs). Certification of supportability defined in C4ISPs is likewise a Joint Staff responsibility; however, C4ISPs will play an increasingly important role in JITC business as more programs adopt the new documentation requirements. C4ISPs contain the most detailed view of IERs, and identify what is required from interfacing systems and the supporting communications infrastructures -all of which are items that play a critical part in evaluating interoperability.
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TEST AND EVALUATION MASTER PLAN (TEMP)
JITC support activity increases during TEMP development. The TEMP addresses the required interfaces for the system and also indicates the scope and manner in which these requirements are to be examined during the testing process. The JITC TEMP review includes adequacy of technical content and planning for standards conformance testing and interoperability testing, including resources and scheduling. This review ensures the efficient use of resources and identifies potential scheduling conflicts. JITC participates in the Test Integration Working Group (TIWG), Test Planning Working Group (TPWG), or other working group forums in developing or revising the interoperability testing aspects of the TEMP. The program manager should plan and allocate funds to permit JITC participation in certification testing, as required. 
DEVELOPMENTAL TEST (DT).
A JITC Action Officer will work with the program management office to determine if the system conforms to the JTA or other applicable standards. Standards conformance testing of a system is performed under the direction of the Program Manager, usually during DT, by one of their contractors or the JITC. Because the JITC does not necessarily conduct all of the testing, JITC must examine other scheduled tests to identify interoperability and conformance data that are available from these sources and what changes in testing may be necessary to satisfy JITC needs. Based on the results of such testing, the JITC will certify that applicable standards and standards profiles have been met. This certification can be expressed in a standards conformance certification letter or listed on a JITC conformance register. If appropriate, component and system interoperability assessments can be used to increase the level of confidence that the system will interoperate when fielded.
OPERATIONAL TEST (OT).
The JITC Action Officer works with the Operational Test Agency (OTA) to ensure adequate interoperability testing is accomplished and suitable data is provided to the JITC for evaluation. Interoperability testing is normally performed in conjunction with OT whenever possible to conserve resources. However, interoperability evaluation will be conducted throughout the life cycle of systems.
JITC can also assist the OTA to obtain the participation of other Services and Agencies required for joint certification. The JITC will report on the information interoperability, and provide the expected operational impact of any interoperability problems. For DISA (and other designated) programs, JITC may also be the OTA. A related function provided by JITCrequired by the DoD 5000 series policy -is input into the OT Readiness Review (OTRR). Based on developmental testing and standards conformance results, adequacy of interoperability requirements definition and test planning, and other relevant factors, JITC provides a recommendation as to whether a system is ready for OT. DoDD 4630.5 and CJCSI 6212.01 mandate Interoperability Test Certification for all National Security Systems (NSS) and Information Technology (IT) systems. JITC's role as DoD's sole agent for Interoperability System Test Certification is to ensure that effective information interoperability exists among interfacing NSS and IT systems. JITC interoperability certification ensures that a system meets user requirements for joint and combined interoperability. Interoperability allows people, procedures, and equipment to operate together effectively and efficiently. The JITC is the center agency for all joint C4I systems to achieve the initial certification that will lead to system interoperability of the battle space for the transforming forces of the future.
USJFCOM'S ROLE
The director for requirements and integration (J8) participates in the allocation of resources at the Department of Defense level to ensure unique joint requirements, such as a combat identification system or a theater missile defense system, are examined for any interoperability issues with existing or planned technologies. Part of this process includes the planning, programming, and budgeting of new systems and prioritizing their assessment by Department of Defense committees such as the Joint Requirements Board, and the Joint Requirements Oversight Council. The J8 serves as the lead joint integration expert, ensuring the various services and defense agencies can combine their capabilities into a single successful effort. This effort allows the services to fight both "joint" (integrated capabilities between the Marines, Air Force, Army, Navy, etc.) as well as "combined" (U.S. forces and allied militaries fighting as a cohesive package).
Within Joint Forces Command, the director also serves as the deputy for the entire transformation effort, to ensure the integration of the various disciplines (training, experimentation, etc.) . Part of this process includes the planning, programming, and budgeting of new systems and prioritizing their assessment by Department of Defense committees such as the joint requirements board, and the joint requirements oversight council.
The integration and interoperability effort is facilitated through subordinate agencies such as the Joint C4ISR (Command, Control, Communications, Computer, and Intelligence, Surveillance, and Reconnaissance) Battle Center -also known as the "JBC". The JBC serves as a "battle laboratory" for analyzing Department of Defense integration and interoperability issues, and works closely with the joint force trainer's.
THE FUTURE OF SYSTEM INTEROPERABILITY
Certification of joint interoperability is a complex process requiring the full cooperation of all players in the acquisition community. The achievement of interoperability across a largescale, complex C4I system of systems supporting military operations is a difficult undertaking.
The DoD has undertaken a number of efforts, at multiple levels within the services, the Joint Staff, the Office of the Secretary of Defense, and Defense-wide agencies, to deal with these challenges.
Despite increased attention and management awareness, along with joint and service processes, much more must be done before the infrastructure of C4I systems is as a whole largely interoperable and all new systems are sufficiently interoperable with the appropriate partners. The goal is to provide the interoperability information needed to use systems in the intended operational environment. The transformation efforts of many DoD agencies rest on the ability of the developed system to work in an interoperable environment. Success on the battlefields of the future is greatly dependant on the precious capability that system interoperability can provide.
SUMMARY
Achieving interoperability in a changing world that must also embrace the vision of information operations is a difficult undertaking. The history regarding interoperability is well documented and the resolve of the DoD community is focused on closing the interoperability gap. The DoD C4I systems refinement process is on going. Although much has been done to achieve C4I interoperability, the goal of a C4I system of systems with assured interoperability for the U.S. military continues to be unachieved. The research in this paper shows that the DoD has devoted significant attention to addressing the interoperability dilemma. The research shows that the procedures and processes are in place.
Interoperability challenges continues to hit hard at all levels of operations. When our military is called to duty, the operational and tactical levels are impacted greatly. Perhaps one of the most significant of all the processes for the operational and tactical users is the JITC process. If it were the priority of all of the tactical and operational level users to simply ensure that all newly acquired C4I equipment achieve JITC certification, many of the interoperability challenges and much of the interoperability discovery learning on the battlefield would not exist.
The DoD processes and procedures require disciplined commanders and staffs at all levels asking tough interoperability questions regarding the acquisition process and of the contractors that supply our government system. Our commanders and staffs should force candid answers to one simple question; "Are newly acquired systems and equipment JITC certified for interoperability?"
Although the DoD has made and continues to make great progress in the general nature of interoperability, every operational conflict reminds and teaches us why interoperability is so important. The DoD faces major challenges to assure effective exploitation of C4I systems.
Progress in some cases has been slow, and past C4I studies show that many documented C4I interoperability problems remain unresolved. 29 It is understood that the lead for developing C4I architectures is a shared responsibility of many. If we are to achieve the imperatives outlined in Joint Vision 2020, tackling the interoperability challenge must be among the top priorities for the DoD. One of the best ways to prepare for an uncertain future is for DoD to develop the capacity to rapidly understand situations as they unfold. Warfighters will need an ability to quickly bring resources to bear in a responsive way that will transcend the full spectrum of military operations. Interoperability will definitely be one of the golden keys to future operational success. Successful transformation of the Army and other DoD agencies as we face the challenges of the twenty first century will absolutely depend on unlocking the elusive key to interoperability.
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